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Multi-agent system

Network of autonomous agents able to sense,
communicate and process information

I rendezvous
I formation

I clock synchronization
I load balancing

Linear consensus network

Structure:
I each agent is represented by a vertex of a graph
I exchange data with neighboring agents

x(t + 1) = Ax(t)

Convergence:
I A is row-stochastic and primitive

Misbehaving agent

A misbehaving agent updates its state differently
than specified by the nominal protocol A

I modeled by an exogenous input

x(t + 1) = Ax(t) + Bu(t)

I each column of B has one nonzero entry
I the input function u is arbitrary

Misbehaving agent: ∃t such that ui(t) 6= 0
Malicious agent: the input ui is arbitrary

Faulty agent: @F such that ui(t) = Fx(t), ∀t

Local observation

Each agent j observes directly the state of its
neighbors

yj(t) = Cjx(t)

I each row of Cj has one nonzero entry
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Problem definition

Each agent knows A, and relies only on its output:

(Detection) Detect the presence of misbehaving
agents in the network

(Identification) Identify the misbehaving agents
in the network

Detection filter

Let the zero dynamics be stable, then the filter

z(t + 1) = (A + GCj)z(t)− Gyj(t)
x̃(t) = Lz(t) + Hyj(t)

G = −ANj H = CT
j L = I − HCj

allows the detection of the misbehaving agents

Zero dynamics and connectivity

}
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Let K denote the set of misbehaving agents in a
k -connected network

I∃ K , j , with |K | > k , such that (A,B,Cj) is not
left-invertible

I∃ K , j , |K | = k , such that (A,B,Cj) has
nontrivial zero dynamics

Detection of misbehaving agents

}

k

At most k − 1 misbehaving agents can be
detected in a k -connected network

Identification of misbehaving agents

The set K1 and K2 are distinguishable if and only
if (A, [B1 B2],Cj) has no zero dynamics

At most bk−1
2 c misbehaving agents can identified

in a k -connected network

Identification of faulty agents

A zero input satisfies

(CjAνB)u(t) = CAν+1x(t)

I faulty agents do not inject zero inputs
I the faulty set K1 is indistinguishable from the faulty

set K2 if Yk1 ⊆ Yk2

At most k − 1 faulty agents can be identified in a
k -connected network

Generic detection and identification

A linear system is generic if its entries are either
zeros or free independent parameters

A linear system has generically no zero dynamics
if the number of inputs is less than the
connectivity of its associated graph

Identification algorithm

Input : consensus matrix, number of
misbehaving agents k

Require: k + 1 (resp. 2k + 1) connectivity

while the misbehaving agents are unidentified do
exchange data with neighbors
update state
evaluate residual functions
if every ith residual is nonzero then
agent i is recognized as misbehaving

An example
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The network is 3-connected
I 2 faulty agents are generically identifiable
I 1 malicious agent is generically identifiable
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10 20 30 40 50 60 70 80 90 100

1 11 21 31 41 51 61 71 81 91

2 12 22 32 42 52 62 72 82 92

3 13 23 33 43 53 63 73 83 93

4 14 24 34 44 54 64 74 84 94

5 15 25 35 45 55 65 75 85 95

6 16 26 36 46 56 66 76 86 96

7 17 27 37 47 57 67 77 87 97

8 18 28 38 48 58 68 78 88 98

9 19 29 39 49 59 69 79 89 99
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Each agent only knows the structure of its
d-neighborhood

xd
j (t + 1) = Ad

j xd
j (t) + Bd

j uK(t) + BDuD(t)
yj(t) = Cd

j xd
j (t)

I the term BDuD(t) appears in the residuals
I robust residual generation
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